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Configure CloudGoat

Objectives:

e Configure the CloudGoat environment for use in Kali Linux

e What is CloudGoat?
o Autility for creating vulnerable AWS resources/environments
e Isn't thisa dangerous thing to do?
o Yes
= Calcualted risk
m Read Warnings on the github repo README
m There isalso an IP whitelist we'll see later
e How to install CloudGoat?
o Clone the repo (https://github.com/RhinoSecurityLabs/cloudgoat)
m git clone https://github.com/RhinoSecurityLabs/cloudgoat.git
o Install the requirements
m pip install -r requirements.txt
o Install Terraform
m Follow instructions here >>> https://leam.hashicorp.com/tutorials/terraform.install-cli
= OR
m Download package from
m https://terraform.io/downloads
o Configure CloudGoat

m ./cloudgoat config profile
m . /cloudgoat config whitelist --auto



