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GrayHatWarfare

Objectives:

e Utilize the GrayHatWarfare website to look for sensitive information in S3 buckets

e What is GrayHatWarfare?
o Online tool for searching S3 buckets

m  https://buckets.grayhatwarfare.com/
https://grayhatwarfare.medium.com/how-to-search-for-open-amazon-s3-buckets-and-their-contents-https-buckets-

grayhatwarfare-com-577b7b437e01

e Soit'slike a web version of awsbucketdump?
o Yes. Actually it's based off of it partially.
= Author took common tools for bucket kicking and rewrote them into one tool
= They also attempted to address perceived problems

= Difficulty of finding good brute force lists
= Most tools limit results to first page
m Slow

e Let'sgeta quickdemo

o Demo



