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Pacu

Objectives:

e Define the purpose and use of Pacu
e Explore the common features of Pacu

e WhatisPacu?

o An AWS pentesting framework, much like Metasploit, but focused on AWS
o https://github.com/RhinoSecurityLabs/pacu

e How to install and configure Pacu?
o Kali hasa apt package
m Thisisthe 'easy button'

= VM
= AWS AMI

o There isalso a Docker container
e How to use Pacu?

o Launch pacu
o Create a session

m import keys
m set regions
m list/ls

= run/exec

m data <service> to see results
m  Quickly explore other options



