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AWS Pentesting Policy

Objectives:

e Identify what permissions are given by Amazon to pentest in the AWS environment

e Are we allowed to perform a penetration test in the AWS environment?
o Another way to say "Do we need permission?"

e How do we get permission?
o https:///aws.amazon.com/security/penetration-testing/

m Permitted Services
= Prohibited Services

e DDoS and Stress Testing
o While prohibited, can still be allowed

= Special permission



