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How did this research come about?
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• Advances and improvements in security products and configurations

• Needing to use public C# toolkits for post-exploitation activities 
without detection

– On-disk

– In memory



Who is this talk for?
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Agenda
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• Background

• Static Components of C# Tools

• Changing Static Indicators

• InvisibilityCloak

• Demos

• Defensive Considerations

• Conclusion



Background
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Public C# Tooling Use Cases
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Reasons for Using Public C# Tools

– Do not have time to develop that functionality/capability in-house

– Creating private tool with similar functionality will not provide any benefits (aka re-inventing the wheel)

Common Public C# Tools

– Rubeus – Performing Kerberos-based attacks

– https://github.com/GhostPack/Rubeus

– Seatbelt – Host-based Situational Awareness

– https://github.com/GhostPack/Seatbelt

– StandIn – Active Directory recon and attacks

– https://github.com/xforcered/StandIn

– SharPersist – Persistence

– https://github.com/mandiant/SharPersist



Current Security Controls for C# Tooling
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• Signature-based detection on-disk

– Example: Antivirus

• Signature-based detection in memory

– Example: AMSI for .NET

• Enhanced Telemetry

– Example: Event Tracing for Windows (ETW)



Static Components of C# Tools
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Tool Name
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– Name of tool can be used as a signature 
(e.g., SafetyKatz.exe)

– Not reliable as standalone detection

– Tool name can be changed



Project GUID
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– C# projects in Visual Studio are 

assigned a unique “GUID”

– Better signature than tool name, but 

still not reliable as it can be changed

– Great resource from Brian Wallace 

https://www.virusbulletin.com/virusbulletin/2015/06/using-net-

guids-help-hunt-malware/

https://www.virusbulletin.com/virusbulletin/2015/06/using-net-guids-help-hunt-malware/


PDB String
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– Programmable database file (PDB) 

string

– PDB strings can give descriptive 

names to folders where tools 

compiled

– Great resource from @stvemillertime
https://www.fireeye.com/blog/threat-

research/2019/08/definitive-dossier-of-devilish-debug-details-

part-one-pdb-paths-malware.html

https://www.fireeye.com/blog/threat-research/2019/08/definitive-dossier-of-devilish-debug-details-part-one-pdb-paths-malware.html


Variables and Methods
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Variable names can be used as static indicator



Variables and Methods
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Method names can be used as static indicator



Strings and Classes
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Strings can provide static indicator for detection



Strings and Classes
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Class names can be used as piece of detection criteria
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What If…..



Changing Static Indicators
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String Manipulation - ROT13
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Letter substitution cipher replacing letter with 13th letter after it in alphabet (a – z)

Transformed string placed in C# code, and then deobfuscated at runtime



String Manipulation - Base64
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Translate ASCII string into radix-64 representation

Transformed string placed in C# code, and then deobfuscated at runtime



String Manipulation - Reversal
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Reverse the order of a given string

Transformed string placed in C# code, and then placed in correct order at runtime
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Generate new GUID

Changing Project GUID
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Place new GUID in SLN file, C# proj file and AssemblyInfo.cs

Changing Project GUID
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Replace tool name in SLN file, C# proj file and AssemblyInfo.cs

Changing Tool Name



25IBM Security / © 2022 IBM Corporation

Changing Tool Name

Change file names
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Changing Tool Name

Compile tool
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Remove PDB String

Modify “<DebugType>”  in C# project file
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Automation…



InvisibilityCloak
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Background
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POC obfuscation toolkit for C# post-exploitation tools

– Changes tool name and project GUID, 
removes PDB string, obfuscates strings

Resources

– Tool: 
https://github.com/xforcered/InvisibilityCloak

– Blog: 
https://securityintelligence.com/posts/invisibil
ity-cloak-obfuscate-c-tools-evade-signature-
based-detection/

https://github.com/xforcered/InvisibilityCloak
https://securityintelligence.com/posts/invisibility-cloak-obfuscate-c-tools-evade-signature-based-detection/


Obfuscation Goals
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• Maintain integrity/functionality of tool

• Provide as much string obfuscation coverage as possible 
without breaking tool or being unable to compile

• Increase file size as little as possible (ensure < 1 MB)
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• Many different ways to specify and use strings in C#

• Evading signatures in method or variable names

Challenges



Obfuscating Well-Signatured Public C# Toolkits
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Example of running InvisibilityCloak on KrbRelayUp (https://github.com/Dec0ne/KrbRelayUp)



Evading Static Signatures on Disk

34IBM Security / © 2022 IBM Corporation

Showing on-disk static detection between original KrbRelayUp
and KrbRelayUp ran through InvisibilityCloak

– https://github.com/matterpreter/DefenderCheck

https://github.com/matterpreter/DefenderCheck


Evading Static Signatures in Memory
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Showing AMSI for .NET in-memory detection between original StandIn and StandIn ran 
through InvisibilityCloak



Detection Statistics
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*Microsoft Defender (Free Version) as of April 14th, 2022

Tool Link to Tool Unobfuscated Obfuscated w/ InvisibilityCloak
ADCSPwn https://github.com/bats3c/ADCSPwn Detected Not Detected
Certify https://github.com/GhostPack/Certify Detected Not Detected
Farmer https://github.com/mdsecactivebreach/Farmer Detected Not Detected
Rubeus https://github.com/GhostPack/Rubeus Detected Detected
SafetyKatz https://github.com/GhostPack/SafetyKatz Detected Not Detected
Seatbelt https://github.com/GhostPack/Seatbelt Detected Not Detected
SharpClipboard https://github.com/slyd0g/SharpClipboard Not Detected Not Detected
SharPersist https://github.com/mandiant/SharPersist Not Detected Not Detected
SharpExec https://github.com/anthemtotheego/SharpExec Detected Not Detected
SharpGPOAbuse https://github.com/FSecureLABS/SharpGPOAbuse Detected Not Detected
SharpHound https://github.com/BloodHoundAD/SharpHound Not Detected Not Detected
SharpLogger https://github.com/djhohnstein/SharpLogger Detected Not Detected
SharpMove https://github.com/0xthirteen/SharpMove Detected Not Detected
SharpRDP https://github.com/0xthirteen/SharpRDP Detected Detected
SharpSecDump https://github.com/G0ldenGunSec/SharpSecDump Detected Not Detected
SharpUp https://github.com/GhostPack/SharpUp Not Detected Not Detected
SharpView https://github.com/tevora-threat/SharpView Detected Not Detected
SharpWMI https://github.com/GhostPack/SharpWMI Detected Not Detected
StandIn https://github.com/xforcered/StandIn Detected Not Detected
WireTap https://github.com/djhohnstein/WireTap Not Detected Not Detected



Compiled C# Tool Size Statistics
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Tool Unobfuscated ROT13 String 
Obfuscation

Base64 String 
Obfuscation

Reverse String 
Obfuscation

ADCSPwn 718 KB 728 KB (    10 KB) 722 KB(     4 KB) 720 KB (    2KB)
Certify 170 KB 198 KB (    28 KB) 178 KB(    8 KB) 176 KB(    6 KB)
Farmer 13 KB 17 KB(    4 KB) 14 KB(    1 KB) 13 KB (         )
Rubeus 418 KB 605 KB(    187 KB) 469 KB(    51 KB) 455 KB(    37 KB)
SafetyKatz 714 KB 716 KB(    2 KB) 948 KB(    234 KB) 715 KB(    1 KB)
Seatbelt 543 KB 904 KB(    361 KB) 618 KB(    75 KB) 608 KB(    65 KB)
SharpClipboard 6 KB 7 KB(    1 KB) 6 KB (         ) 7 KB(    1 KB)
SharpGPOAbuse 70 KB 98 KB(    28 KB) 79 KB(     9 KB) 76 KB (    6KB)
SharpHound 880 KB 897 KB(    17 KB) 885 KB(    5 KB) 883 KB(    3 KB)
SharPersist 231 KB 281 KB(    50 KB) 248 KB(    17 KB) 243 KB(    12 KB)
SharpExec 30 KB 57 KB(    27 KB) 36 KB(    6 KB) 34 KB(    4KB)
SharpLogger 19 KB 27 KB(     8 KB) 20 KB(     1KB) 20 KB(     1 KB)
SharpMove 41 KB 100 KB(    59 KB) 50 KB(    9 KB) 49 KB(    8 KB)
SharpRDP 322 KB 346 KB(    24 KB) 326 KB(    4 KB) 325 KB(    3 KB)
SharpSecDump 42 KB 55 KB(    13 KB) 45 KB(    3 KB) 43 KB(    1 KB)
SharpUp 35 KB 50 KB(    15 KB) 40 KB(    5 KB) 39 KB(    4 KB)
SharpView 719 KB 856 KB(    137 KB) 742 KB(    23 KB) 738 KB(    19 KB)
SharpWMI 53 KB 92 KB(     39 KB) 62 KB(    9 KB) 61 KB(     8 KB)
StandIn 162 KB 294 KB(    132 KB) 197 KB(    35 KB) 189 KB(    27 KB)
WireTap 282 KB 292 KB(    10 KB) 285 KB(    3 KB) 284 KB(    2 KB)
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Other Obfuscation Tools for .NET Tooling

• ConfuserEx - https://github.com/yck1509/ConfuserEx

• RosFuscator - https://github.com/Flangvik/RosFuscator

Disable AMSI and ETW

• InlineExecute-Assembly - https://github.com/xforcered/InlineExecute-Assembly

• injectEtwBypass - https://github.com/boku7/injectEtwBypass

Alternative Options
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Disable AMSI – inlineExecute-Assembly

Alternative Options



Demos
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Demo 1 - Obfuscating StandIn with InvisibilityCloak

Demo 2 - Obfuscating Rubeus with InvisibilityCloak and one manual modification

Demo 3 - Obfuscating SharpRDP with InvisibilityCloak and one manual modification

Demo 4 - Evading AMSI for .NET with obfuscated StandIn and Rubeus

Demo 5 - Disabling AMSI for .NET using Inline-ExecuteAssembly

Demos



Defensive Considerations
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Defensive Considerations
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Attackers using public C# tools out of the box

– Host-based security product is fully up to date

– .NET Framework v4.8 is installed (supports AMSI for .NET)

– Host-based security product supports AMSI for .NET

Attackers using modified public C# tools

– Focus on detection of techniques that tools perform

– Example: Rubeus can perform Kerberoasting (T1558.003 in MITRE ATT&CK)



Conclusion
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Conclusion
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Detections for C# tradecraft getting better, but still work to be done

Static detections for C# tools relatively easy to evade

Emphasize detection of techniques over tools
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Twitter: @h4wkst3r

Discord: @h4wkst3r#9627

Questions?




